Call for Participation Submission for the 28th Chaos Communication Congress 28C3
Lecturer Name: Christina Kubecka
Lecture Topic(s):  Investigation, Forensics, Active Counter surveillance and fun with large datasets and visualizing data
Lecture Deliverables: PowerPoint/Open Office presentation and paper upon approval. 
[bookmark: _GoBack]Lecture Proposal: Data Visualization scenarios planned to cover with supporting forensics investigation and discovery where available. All data is sanitized to protect client confidentiality:
1. United Kingdom corporate computers possibly infected with W32.Dozer, participating in the South Korean DNS Distributed Denial of Service July/August 2008 attacks.
a. This visualization shows how corporate UK computers, most likely infected with malware could participate in a DDoS against South Korea and related United States interests in July 2008. The attackers were able to utilize weaknesses in corporate anti-virus and patch management and a lack of corporate IT firewall log reviews. These corporate zombie computers were able to participate attached to a large bandwidth network.
2. An unauthorized email server on a large corporate network trying to send spam.
a. This visualization shows the discovery of an unauthorized email server in a large corporate network and associated malicious activity.
3. Discovery of covert communications between a web server and a suspected cyber-criminal drop zone.
a. This visualization displays how a corporate server was compromised by a simple misconfiguration error and setup covert communications once under external control to try and leak data to a suspected cyber-criminal drop zone.
4. Misconfigured and malicious external DNS usage.
a. Wrongly configured DNS servers using old root servers in combination with firewall rule errors and contact with known malicious external DNS servers.
5. Discovery of a malicious covert communications channel which bypassed IDP and a Web Proxy, all deep packet inspection due to HTTPS.
a. This visualization displays how using HTTPS/SSL/TLS outbound communications were able to freely bypass perimeter security such as IPS, firewall and web proxy.

